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HpOMC)I(YTO‘{HaH arTecrauuia 3a4CT

1. MecTo AMCHHUIJIMHBI B CTPYKTYpPe 00pa3oBaTeIbHOI MPOrpaMMbl

Huctunnnaa «OcHOBBI HMH()OPMAIIMOHHOW 0€30MacHOCTH» OTHOCHTCA K
oOs3aTenbHOM 4vactu brnoka 1 ydeOHOro IuiaHa Mo HamNpaBlIEHUIO MOATOTOBKHU
09.03.02 «MHpopmalmoHHbIE CUCTEMBI u TEXHOJIOTUU» npoduiib
«MH(opMaMOHHBIE CUCTEMBI Ha TPAHCIIOPTE» U U3ydaeTcs Ha 4 Kypce B 8 cemecTpe
1o ouHoM (hopme oOyueHus u Ha 5 kypce B 9 cemecTpe 110 3a04HO0i hopme 00yUdeHu .

W3ydyeHne  AWCUMIUIMHBI ~ OasupyeTcss  HAa  3HAHUAX,  IOJYYCHHBIX
00yJaIOITUMHUCS npu OCBOCHUU TUCTIATLTAHBI «AJIMUHUCTPUPOBAHHE
WHPOPMAITMOHHBIX CUCTEM.

JUiss M3ydeHus MUCHUIUIMHBI CTYISHT JOJDKEH BJIAaJeTh MeToAamMHu paboThI
MOJTb30BATENII Ha TMEPCOHAIBHOM KOMIIBIOTEpE, 3HATh OCHOBBI O€30MacHOCTH TpHU
aJIMHHUCTPUPOBAHUH CHUCTEM.

Juctumnmaa «OCHOBBI MH(POPMAIMOHHON 0€30MacHOCTH» HEeoO0XoauMa B
KAa4eCTBE NMPEAIIECTBYIOLIEH 11 MOATOTOBKHU U 3amuThl BKP.



2. [Inanupyemble pe3yJibTaThl 00yYeHUs M0 JUCHUIIMHE

Ko nnaukaropa
Kox n HanmeHoBaHue [Tmanupyemblie pe3yabTaTbl 00yIeHUS 110
KOMTIETCHITUT HOCTIDRCHIA TMCIUTUIAHE
KOMIETECHITUT

OIIK-3 CnocobeH periath OIIK-3.2 Pemenue | 3HaTh: BHUABI YrpO3bl M OCHOBHEIC
CTaHJApTHBIC 33/1a49H CTaHIAPTHBIX 3a/a4 | TpeOOBaHUS MH(POPMATMOHHOM
poheCcCuOHAITBHOU npodeccuoHaNbHOM | 6€30MacHOCTH
NeSITEIbHOCTH Ha OCHOBE JEATeIbHOCTH c | YMerp: ompenensite BHABI yrpo3 H
nH(pOpPMaLMOHHON U Y4E€TOM OCHOBHBIX | BBIOMpaTh  CIOCOOBI  3alIUTBl  OT
oubnuorpaduueckoi TpeOoBaHU MH(OPMALIMOHHBIX YIPO3
KYJIBTYPHI C IPUMEHEHUEM nHbOpManMOHHOH | Bianers: HaBBIKAMH pereHus
MH(pOpPMAITUOHHO- 0€301acHOCTH CTaHJAPTHBIX 3a7a4 MpodhecCHOHATBLHOMN
KOMMYHUKAITHOHHBIX NEATENbHOCTH C y4eTOM OCHOBHBIX
TEXHOJIOTUH U C Y4ETOM TpeOoBaHUM nH(GOPMaLMOHHON
OCHOBHBIX TPEOOBaHMIT 0€301acHOCTH
nH(OPMaALMOHHON
0€30MacHOCTH

3. O0beM TMCUMIUVIMHBI 10 BUIAM Y4eOHbIX 3aHATH I

O0BbeM IUCHMIUIMHBI COCTaBIAET 2 3a4E€THBIX €IWHUILI, BCEro /2 daca, u3
KOTOPBIX TIO O4YHOM 36 4YacoB COCTaBIsACT KOHTAKTHAas paboTa OOydYaromerocs c
npenoaaBareieM (18 yacoB — 3aHsATHS JIEKIIMOHHOTO THIA, 18 yacoB — 1abopaTtopHbie
3aHATHSA), MO 3a04HOM 16 YacoB cocTaBisieT KOHTakTHas padoTa oOydaroiierocs ¢
npenoaaBareiaeM (8 yacoB — 3aHATHS JIEKIIMOHHOTO THIIA, 8 Yaca — JlabopaTOpHbIC
3aHATHA).

4. OcHOBHOE CO/lep:KaHue TUCIUNIMHBI

[lonstue "undopmaunonHas Oe3omacHocTs'. Ilpobiiema HHPOPMALIMOHHOMN
6e3onacHocTu obmecTBa. OnpeneneHue NOHATHS 'UHPOPMaLMOHHAsE 0€30MaCHOCTh .
CocraBnstonue uHbOpMaIMOHHOW Oe3onacHOCTH. JloCTynmHOCTh MHGOpPMALIHH.
Henoctocts  uHbopmanuu. KonduaenuuanbHocth uH@opmanuu. Cucrema

dhopmupoBaHus pexxuma nH(pOpMaITMOHHOM 0€30IacCHOCTH. 3anauu
nHpopMarMoHHOW Oe30macHOCTH oO0IecTBa. YPOBHU (DOPMUPOBAHHS PpPeKHMaA
WH(pOpPMAITMOHHOM 0€30IacHOCTH. HopmaTtuBHO-TIpaBOBbBIC OCHOBBI

uHpopmarmonHor Oe3omacHoctu B P®. [IpaBoBbie OCHOBBI HH(POPMALMOHHON
6e3onacHocTu obOmiecTBa. OCHOBHBIE MOJOKEHUS BaXXKHEHIIMX 3aKOHOAATEIbHBIX
aktoB P® B oOnact wHGOpMAIIMOHHONW OE€30MaCHOCTH M 3alUThl MH(POPMAIIHH.
OTBeTCTBEHHOCTh 3a HapylieHus B cdepe UHGOPMAIMOHHON O€30MacHOCTH.
Crangaptel MHpOpMaMOHHOM Oe3omacHocTu: "O6mme kpurepuu . TpebGoBanus
O0e3omacHOCTH K HMH(POPMALMOHHBIM cHCTeMaM. MeXaHu3Mbl O€30MacHOCTH.
AJAMUHUCTpUpPOBaHUE CpeAcTB Oe3zomacHocTH. CraHgapTsl HMH(POPMALMOHHOM
6e3onacHoct B PO. AnMHUHHCTpAaTUBHBIA YpOBEHb oOecrieyeHus: UHHOPMAIIMOHHON
O0e3zonacHoctd.  Pa3paGoTka  MOAUTHUKM  HMH(DOPMAMOHHOM  OE30MaCHOCTH.
Knaccudukanus yrpo3z "undpopmannonHor Oe3zonmacHoctu”. Kiaccel  yrpos
nH(pOpMAIIMOHHOM 6€30MTaCHOCTH.



Bupycel kak yrpo3a wuHpopmanumoHHoil Oe3omacHocTu. KoMmbioTepHble
BUpPYCHhl M HH(OpManMoHHas 0€30MacHOCTh. XapaKTepHbIE YEPThl KOMIIBIOTEPHBIX
BHUPYCOB. Knaccudukanus  KOMIBIOTEPHBIX  BHPYCOB. Knaccudukanus
KOMITBIOTEPHBIX BUPYCOB 10 cpene obutanus. Kiaccudukanus KOMIBIOTEPHBIX
BHUPYCOB MO OCOOEHHOCTSIM anroputma pabotel. Kinaccudukanus KOMIBIOTEPHBIX
BUPYCOB MO JECTPYKTHUBHBIE BO3MOXKHOCTSIM. XapaKTEpPUCTUKA 'BUPYCOMOTOOHBIX"
IIPOrpaMM. Bunsl "BUpPYCONO00HBIX" IIPOrpaMM. XapaKkTepucTUKa
"BUpycONno00HBIX" MporpaMM. AHTUBUPYCHBIE TporpaMMbl. OCOOEHHOCTH PabOThI
aHTUBUPYCHBIX mporpamm. Kiaccudukaiuss aHTUBUPYCHBIX mporpamMm. DakTopsl,
OTIpeJIeIISIIOIIEe KauecTBO AHTUBUPYCHBIX POrpaMM. [IpodunakTuka
KOMITBIOTEPHBIX BHPYCOB. XapaKTepUCTHUKA IyTel MNPOHMKHOBEHUS BHUPYCOB B
KoMIibtoTepbl. [IpaBuia 3amMTBbl OT KOMIBIOTEPHBIX BHUpYycoB. OOHapykeHue
Heu3BecTHOro BHUpyca. OOHapyxeHHe 3arpy3odHoro Bupyca. OOHapykeHue
pesuseHTHOr0  Bupyca. OOHapyxeHue  MakpoBupyca. OOmuil  anropuTm
oOHapyxeHuss Bupyca. CChUIKM Ha JIOTMOJIHUTEIbHBIC Marepuanbl (NeYaTHbIE H
SIIEKTPOHHBIE PECYPCHI).

OcobenHocTn obecrieueHust nH(pOpMAITMOHHOM 0€301acHOCTH B
KOMIIBIOTEpHBIX ~ ceTsiX. (OcobeHHocTH  HMHPOPMALMOHHOM  0€30MacHOCTH B
KOMITbIOTEpHBIX ceTsaX. Cnenuduka CpeicTB 3alIUThl B KOMIBIOTEPHBIX CETSX.
CereBble Mojenu mnepenayd AaHHbIX. [loHsATHE MNpPOTOKONA TMepeAadyd JIaHHBIX.
[lpuHiMnel  opraHu3anud OOMEHa JAaHHBIMM B  BBIUMCIUTENbHBIX  CETSX.
Tpaucnoptheiii npotokoa TCP u moxmens TCP/IP. Monens B3auMOaeHCTBHUS
otkpbIThiXx cucteM OSI/ISO. CpaBHeHue ceTeBBIX MoOJENeH TMepeiadr JTaHHbBIX
TCP/IP u OSI/ISO. Xapaktepuctuka ypoBHeir momenu OSI/ISO. Anpecarusi B
riobanbHbIX ceTsax. OcHoBbl |P-mipotokona. Kiaccwsl anpecoB BBIYMCIMTENbHBIX
cereil. Cucrema nomMeHHBIX uUMeH. Kiaccudukanus ynaneHHbBIX yrpo3 B
BBIYUCIUTEIBHBIX ceTsX. Kiacchl yaneHHbIX yIpo3 U UX XapaKTepucTuka. TUIOBbIE
ylaJeHHblE aTakM W HMX XapaKTepUCTUKA. YJaJeHHas araka 'aHaJlu3 CETEBOIO
Tpaduka". YnaneHHas araka 'TOJMEHa JIOBEPEHHOro oObeKTa'. YajeHHas araka
"noxxHbli 00BeKT'. VYnaneHHas artaka "oTka3 B oOcayxkuBaHuu' . [IpuduHbBI
YCIICIIHON peaNu3aly YIAJICHHBIX YIPO3 B BBIYMCIUTEIBHBIX ceTAX. [IpuynHbI
YCIICIIHOM peau3aliy YIAJICHHBIX YIPO3 B BBIYUCIMUTENBHBIX CeTAX. [IpUHIUIIBI
3alllUTHl  PACTPENCICHHBIX BBIYMCIUTENbHBIX ceTei. [IpuHIMIBl MOCTpOeHUs
3alUIIEHHBIX BEIYUCIUTEIBHBIX CETEH.

Nudopmarmonnas 0e30MacHOCTb npu UCIIOJIb30BAaHUU I nternet.
Unentudukanus u ayreHTudukanus. OnpenesieHne MOHATUN "UWACHTUPUKALMS U
"ayrenTudukamus . MexaHusMm uieHTUPUKaLIUS U ayTeHTU(PUKALMS T0JIb30BaTENEH.
Kpunrorpadus u mmudposanue. CrpykTypa kKpuntocuctembl. Kiaccudukanus
cucteM mudpoBaHus AaHHbIX. CHUMMETPUYHBIE U ACUMMETPUYHBIE METOMbI
mudpoBanus.  MexaHU3M  DJIEKTPOHHOM  1udpoBod  moAnmUcH.  MeToJsl
pasrpaHuueHude jaoctyma. MeTronbl pasrpaHuueHus jgoctyna. MaHjgaTHoe U
IUCKPETHOE yIpaBiieHue JocTynoMm. Peructpamus u ayaut. OrnpexpeneHue Hu
coJiepKaHUe PETUCTPALMU U ayAUTa HHPOPMAIIMOHHBIX CUCTEM. DTarbl PErUCTPalluU
M METOAbl aynura CcoObITMM  MH(OPMAIMOHHOM  CHCTEMBl. MexXceTeBoe
skpaHupoBanue. Kiaccudukanus  MeXKCETeBBIX  JKpaHOB.  XapaKTepUCTHUKA
MEKCETEBBIX 3KpaHOB. TexHosmorus: BUpTyasibHbix YacTHbIX cereil (VPN). CymHocTh
U COJIepKAaHUE TEXHOJOTUU BUPTYaIbHBIX YacTHBIX ceTei. [loHsTue "TyHHens" npu



Hepenaqe JAaHHBIX B CCTAX. BCSOHaCHOCTB OHepaI_II/IOHHBIX CUCTECM. BCSOH&CHOCTB OC
Windows 10.
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